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SSL VPN for i0OS User Guide (Two-Step Verification)

Install OpenVPN Connect on iOS devices for use with SSL VPN servers.

i0OSv18.7.1

1. Download the OpenVPN Connect app 2. OpenVPN iOS v3.7.2
Q. openvpn connect © Cancel 6:23
.. ’ kil CD'I"II'IEC't Get [  ImportProfile

Proxies

00

Full DNS leak
protection

Certificates

B

Settings

pe

e e
s00  Statistics

(C]

Help

Q Current Version: 3.7.2 (6402)

The IT administrator will provide the download link, or you may consult IT administrator for download instructions.
URL for example:

https://[Wan IP Address or Domain]:[HTTPS Port]/sslvpn.php
https://182.182.182.182:433/sslvpn.php or https://domain:433/sslvpn.php
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3. In Chrome or Safari, enter the IP (e.g., https://182.182.182.182:443/sslvpn.php) in the address
bar.
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Please do not share the account and password.

User Account : [
User Password : [
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4. When two-step verification is required by your organization, this screen will be displayed.

Tap “Show Key” and copy the key.
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Use Google Authenticator App

Please complete the 2-step verification settings
Use Google Authenticator App
Scan QR Code
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5. You can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator.
5-1 Example: Download and install the Microsoft Authenticator app. It shows Verification Code.

= Authenticator Q + Scan QR code
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5-2 Example: Download and install the Google Authenticator. It shows Verification Code.

= Google Authenticator

( Back Enter account details = Go g[e Authenticator
Search... JEeamt rane Search...
SSL VPN two-step
SSL VPN two-step
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6. Choose Certificate (.ovpn) profile, and tap “Download”

Example: Download and install the Microsoft Authenticator app. It shows Verification Code.
Certificate(.ovpn) v3.0
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6-1. How to find downloaded files

a. From address bar.
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b. Find “Files” i on your iPhone.
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SSL VPN for iOS User Guide (Two-Step Verification)

7. You can import your profile by doing the following:
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8. OpenVPN Connect app:

a. Enter username.
b. Enter Password.
When 2-step verification is enabled, you should enter the password + verification code in the password field.
For example: Password is password, verification code is 850945
=> Password field needs to enter password850945
The allowable time difference for the verification code is one minute

c. Connected.

£ Imported Profile

Profile Name Profiles
182.182.182.182 [sslvpn_yo]
CONNECTED
Enter Password
Server Hostname (locked) )penVPN Profile
‘ Profile:182.182.182.182 [sslvpn_yo] @ IPERVEIN
182182182182 182.182.182.182 [sslvpn_yo]
Password
Username DISCONNECTED v
n CANCEL
[0 save password CONNECTION STATS
BYTESIN BYTES OUT
4.28KB/S 418KB/S
00:00:04 Osecago
You
yo
PROFILES CONNECT
10.8.0.6

9. You also can check the VPN connection status from Settings.
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Once you have imported the profile, select the profile and tap “Connect” to connect to the SSL
VPN server (Step 8 or 9).

— Profiles Tl

DISCONNECTED

82182182182 [sslvpn_yo]




