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SSL VPN for Android User Guide (Two-Step
Verification)

Install OpenVPN Connect on Android devices for use with SSL VPN servers.

Android v15

1. Download the OpenVPN Connect app 2. OpenVPN Android v3.7.1
< opemvpn Q \t‘l) Import Profile
P OpenVPN Connect
) openven @ = Proxies

¢

Settings

a’f;ﬂ Statistics

® Hep
Zero-trust VPN app for use with Access Server &
CloudConnexa® by OpenVPN.
a8 Q D ICurrEnt Version: 3.7.1 (10568) I
Gam Apps St h Book:

The IT administrator will provide the download link, or you may consult IT administrator for download instructions.
URL for example: https://[Wan IP Address or Domain]:[HTTPS Port]/sslvpn.php
https://52.182.182.182(IP):4433/sslvpn.php or https://domain:4433/sslvpn.php
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3. Enter the IP (e.g., https://domain:4433/sslvpn.php) in the Chrome address bar.

Note: If your company has not imported the certificate, the “Your connection is not private” page will appear.
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Q, httpsi/idomain:4433/sslvpn.php A
e i -test SSL VPN-
Ahis;seryeractid not prove ek it s Please do not share the account and password.
52.182.182.182; its security certificate is not
trusted by your device's operaling system. This =
Your connection is not private may be caused by a misconfiguration or an User Passwond : [
Login
Atackers might be trying to steal your attacker intercepting your connection.
information from 52.182.182.182 (fer example,
passwords, messages, or credit cards). Learn
more about this warning
NET-ERR_CERT_AUTHORITY_INVALID
Q Turn on enhanced protection to get
Chrome’s highest level of security
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4. When two-step verification is required by your organization, this screen will be displayed.

Tap “Show Key” and copy the key. Enter one-time password code(552 295).
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User Account . yo User Account : yo

Please complete the 2-step verification settings
Use Google Authenticator App
Scan QR Code

Please complete the 2-step verification settings
Use Google Authenticator App
Scan QR Code
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5. You can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator.

Example: Download and install the Microsoft Authenticator app. It shows one-time Verification Code.

Your account provider will display a QR code. What kind of account are you adding?
Personal account ®
Work or school account @

Other account (Google, Facebook, @
etc.)

®©|D 5=

Let's add your first account!

For further assistance, see the Help
section in the menu.

Add account

Alreacly have a backup?
Sign in to your recovery account.

Begin recovery

() )
Authenticator Verified IDs

<& Addaccount 08 -

Account Name a e ato Q
SSLVPN
SSLVPN SSL VPN
SSL VN 7
Secret Key SSLVPN
Enter the key

One-time passwords enabled
~@ You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

© 552 295
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6. Choose Certificate (.ovpn) profile, and tap “Download”

32-bit Software and
Certificate (.zip)

64-bit Software and
Certificate (.zip)

Certificate (.ovpn)

O ©52182182182%sh + @ i
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ShareTech
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User Account : yo
(SSLYPN Client Software 2-Step Verification Instructions Link)
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Tap sslvpn_account.ovpn profile, and open with OpenVPN Connect APP

Downloads

Using 8.15 KB of 102.93 GB

Just now

& Q X

. sslvpn_yo.ovpn
8.34 kB » 52.182182.182

1
(@]

Open with

Google Play s...
Google Wallat

®

OpenVPN Co..

D Don't ask again

Cancel
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6-1. How to find downloaded files

Tap i Customize and control from Google Chrome. Or find “My Files” on your Phone. i |

005 » 3 @ c Downloads &« aQ X

Using 8:15 KB of 102.93 GB

New tab

& New Incognito tab Teday - Oct 28, 2025

88 Addtabtonew group B i enrore

{l) History

] Delete browsing data

¥ Downloads

% Bookmarks

[0 Recent tabs

Share...

Findin page

& @ A

Translate...

Add to Home screen

Qe

7. OpenVPN Connect app:

a. Enter username.

b. Enter Password.
When 2-step verification is enabled, you should enter the password + verification code in the password field.

For example: Password is password, verification code is 850945
=> Password field needs to enter password850945
The allowable time difference for the verification code is one minute

< Imported Profile

Profile Name
52182182182 [sslvpn_yo]

c. Connected.

= Profiles

52182182182
[sslvpn_yo]

Server Hostname (locked)

52182182182
CONNECTION STATS
Username Enter password
Import .ovpn profile? yo Profile: 52182182182 [sslvpn_yo]

Password
sslvpn_yc.ovpn? [0 save password password + verification code l

_ A

Do you want to import .ovpn profile from

BYTESIN BYTES OU
4B/S ? 219B/S
00:00:44 0secago

You

yo

10.8.0.6 E

PROFILES CONNECT
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8. You also can check the VPN connection status from Settings.

Settings

Airplane mode

Wallpapers & style

Home screen & Lock screen

Notifications & Quick Settings

Security & privacy

»)O 00

Cafabi O Aranarcanes

= (@]

< Connection & sharing

Personal hotspot

Share with iPhone or PC

a Wi-Fi ax723
VPN
e Bluetooth Off
NFC
o Mobile network Private DNS
@ Connection & sharing Android Auto
Use apps on your car display.

nearby devices.

Screencast

Display & brightness Print on
Quick Connect

Sounds & vibration Quickly discover and connect to D

& VPN

@ OpenVPN Connect

Connected

9. Once you have imported the profile, select the profile and tap “Connect” to connect to the SSL

VPN server (Step 7).

= Profiles ™

DISCONNECTED

- OpenVPN Profile
A O\ o
@ )| 52182182182 &
[sslvpn_yo]
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Besides, you can import your profile by doing the following:

Import Profile I
= Proxies

—?_ Settings

n"gﬂu Statistics

® Hep

Current Version: 3.7.1 (10568)

— Get connected

URL Upload File

LN

.OVPN

Select all files related to a single profile.
You can import only cne ".ovpn" profile at a time.
The maximum file size is 256 KB.

® Don't have ‘ovpn’ file? e

BROWSE |

=  Recent Qi

Images Audio [ Videos

BROWSE FILES IN OTHER APPS

s ¢ | = | B

Contacts Drive My Files Photos

Recent files =]

Select files

Alarms

Android

Audiobooks

ColorOS

DCIM

Documents

Cancel Select files
—
. update
sslvpn_yo.ovpn

Download

Movies

Music

Import .ovpn profile?

Do you want to import .ovpn profile from
sslvpn_yo.ovpn?
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